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The procedure for setting up a trusted platform or security key

Introduction

Step by step

This topic describes the procedure for setting up the Trusted Platform or Security Key
authentication method. Initialization of this request must be performed in the European
Commission Authentication Service (EU Login).

A trusted platform or a security key can also be used for authentication using EU Login. The
configuration is performed in accordance with the following procedure:

Step Opera Interface
tion
1 “In order to set up authentication via a L. .
. . > -
trusted platform for the Union Registry, Accounts > Sign-in options
this authentication method must first ] o
. . © Some of these settings are managed by your organisation.
be enabled in the user account settings
R w -
on your computer (Settings — My aystosignin
ACCOU nt) .” . Facial recognition (Windows Hello)
=~ Sign in with your camera (Recommended)
= Fi int tion (Windows Hello)
TR Sign'n with your fmgerprint scanner (Recommended)
PIN (Windows Hello)
Sign in with a PIN (Recommended)
Security k
et/ R
P d
P SZE:WS\iIr‘:(i\r'ith your account’s password
@ Picture password
Swipe and tap your favourite photo to unlock your device
2 Log in at:
https://webp,ate.ec.europa.eu/ca Enter your email address or unique identifier
S.
Enter your current email address
and click Next. Create an account
3 From the list of authentication
. Password
methods, select ‘Password’ and click
Login. ‘
Lost your password?
Choose your verification method
Password
E Authenticate to EU Login with only V
your password.



https://webgate.ec.europa.eu/cas
https://webgate.ec.europa.eu/cas
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Move the mouse pointer over the i
: . : Successful login poniglecrcs

4 | gear icon in the top-right corner 9

and click My Account from the Vo e i g

o stop the aulomatic single sign-on, click Logoul or cose al browser
menu. s

Lagout
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Then select the Manage my 9 !P 9
Trusted P|atf0rm5 and Secu rity My account details Configure my account Delete my account
keys.
o s
- . Manage my Trusted -
M”“agzv“‘l‘;;“"b"e Platforms and Security Managa my elDs
Keys

or L

Delete all my devices Display my sessions
and elD (PANIC) Yo

A page will be displayed
where you can add a trusted platform.
Click it with the left mouse button.

Add a Trusted Platform

Fill in the name of your device and go on to Submit.

Add a Trusted Platform

Please give a name to your Trusted Platform.

Your device name
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w Windows Security

Enter your PIN.

Making sure it's you

Let's save a passkey on this device to sign in to
"ecas.ec.europa.eu” as “jhons@ote-cr.cz”.

This request comes from the app “chrome.exe” by "Google LLC".

PIN
PIN

| forgot my PIN

Cancel

== Windows Security

Passkey saved

You can now use Windows Hello to sign in with your face,

fingerprint, or PIN.

jhons@ote-cr.cz

ecas.ec.europa.eu

oK

10

You will then be returned to the home
page, which will indicate that the
trusted platform has been successfully
added to your account.

I @& A device has been added
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You may now access the Union Registry using this authentication method.

Duvéryhodna platforma nebo
bezpeénostni klié

% K ové&feni sluZzbou EU Login pouZijte

divéryhodnou platformu nebo bezpeénostni

Klic.




